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Abstract

In a world of human-only readers, a trade-off persists between comprehensiveness
and comprehensibility: only privacy policies too long to be humanly readable can
precisely describe the intended data processing. We argue that this trade-off no
longer exists where LLMs are able to extract tailored information from clearly-
drafted fully-comprehensive privacy policies. To substantiate this claim, we provide
a methodology for drafting comprehensive non-ambiguous privacy policies and for
querying them using LLMs prompts. Our methodology is tested with an experiment
aimed at determining to what extent GPT-4 and Llama?2 are able to answer questions
regarding the content of privacy policies designed in the format we propose. We fur-
ther support this claim by analyzing real privacy policies in the chosen market sec-
tors through two experiments (one with legal experts, and another by using LLMs).
Based on the success of our experiments, we submit that data protection law should
change: it must require controllers to provide clearly drafted, fully comprehensive
privacy policies from which data subjects and other actors can extract the needed
information, with the help of LLMs.

Keywords Privacy policies - Artificial intelligence - Large language models - GDPR
compliance - Question answering - Information retrieval

1 Introduction

Imagine you just listened to a song or ordered food using an app. Now, picture ask-
ing your smartphone: “Could you tell me the names of all the corporations who will
know that I just listened to Frankly, Mr. Shankly by The Smiths, and ordered baked
tofu, and list all the purposes for which they will use this data?”! As a consumer,
you have the right to know this (Calo 2011; Kaminski 2019; Jabtonowska and Tagi-
uri 2023). Such knowledge is a precondition for choosing whether and how to use

! These are no (longer) trivial matters; in a ML-powered inference economy (Solow-Niederman 2022)
such data can be proxy for estimating one’s race (Marshall and Naumann 2018) or political convictions
(DellaPosta et al 2015).
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various services (Reidenberg et al 2015). And yet, in 2025, receiving a straightfor-
ward answer to such a question is not possible.

This is due to the fact that current privacy policies do not contain the information
which is necessary to answer such straightforward questions. Our empirical research
reveals that privacy policies of online services are full of vague terms (“we collect
data about your use of our service”), open-ended catalogs (“such as,” “including,”
“for example”) and do not specify what categories of data are shared with whom
(“we share your personal data with our marketing partners”).> Consequently, even
a hypothetical human expert with unlimited resources would not be able to answer
simple questions, like those from the first paragraph, based on the content of exist-
ing privacy policies.

The law? is (partly) to blame for this state of affairs. It requires privacy policies to
simultaneously satisfy two requirements: to be comprehensive, i.e., to contain infor-
mation about all the data categories processed, purposes of use, and their recipients;
and to be comprehensible, i.e., to be concise and written in simple non-technical
language. In a world of human-only readers, there is a trade-off between the two
requirements: more comprehensible policies tend to be less comprehensive, and vice
versa. The comprehensibility requirement has been seen as the more important one,
and advocated for in scholarship, calling for ever more simplification (Calo 2011;
Waldman 2018; Emami-Naeini et al 2021; Yerby and Vaughn 2022).

In this paper, we challenge the conventional wisdom and adopt the opposite
approach. We argue that the law should focus on requiring privacy policies to be
fully comprehensive, even if at the cost of making these documents much more
extended. The reason is simple: soon, anyone could engage in simplification of, or
information extraction from, long privacy policies, as such efforts can be increas-
ingly automated through the use of large language models (LLMs). Of course,
LLM:s are not sufficient; we don’t expect the majority of consumers to now be copy-
pasting privacy policies into ChatGPT and conversing about them with a machine.
Clearly, additional technological solutions, like automated warnings or specialized
chatbots could support consumers. Moreover, LLMs and other tools could be rel-
evant not only to consumers but also to collective bodies (such as consumer associa-
tions) interested in evaluating privacy policies and data processing practices (Lippi
et al 2020). However, for all these tools to provide answers technological perfor-
mance is not sufficient; it is also required that privacy policies contain comprehen-
sive information about corporate practices concerning consumers’ personal data.

Thus, our work is meant to test the following (counterfactual) hypothesis: if pri-
vacy policies were fully comprehensive, then LLMs could provide adequate answers
to consumer queries concerning the processing of personal data by corporate actors.

To verify this hypothesis we proceeded as follows. First, we wrote a mock pri-
vacy policy of “Orderoo Inc.,” a company similar to DoorDash, Deliveroo, etc., in
the format we propose as fully comprehensive. This format and the methodology
adopted are also novel contributions presented in this paper. Their logic is discussed

2 See infra Sect. 5.

3 In this paper we focus on the EU law, i.e. the GDPR, while also accounting for the “notice and choice”
model prevalent in the U.S. See infra Sect. 3.
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below, an excerpt presented in Appendix A, and the full privacy policy, with all the
experiment documentation, made available on GitHub.? Then, we came up with a
list of 9 specific questions a consumer might be interested in knowing the answers
to. Finally, we tested the extent to which two LLMs, i.e., GPT-4 and Llama2-7B,
can answer these consumer questions based on the fully comprehensive Orderoo-Inc
privacy policy.®

The results are promising. Even though Llama’s performance has proven far from
satisfactory, GPT-4 has been able to answer six out of nine questions flawlessly,
while keeping F1 score above 85% for the three remaining questions as regards the
best performing prompts.

We also asked the LLMs the same 9 questions based on the (non-comprehen-
sive and ambiguous) privacy policies currently used by 5 food-delivery companies,
i.e., Deliveroo, DoorDash, Glovo, Just Eat and Wolt. The results were significantly
worse, with GPT-4 answering 9 questions correctly out of forty-five, and Llama2
giving only one correct answer. This demonstrates that even though GPT-4 is
already capable of answering consumers’ questions based on a well-structured and
fully comprehensive privacy policy, using it to answer questions based on the exist-
ing policies might not only be ineffective but also dangerous (as it might mislead
consumers). This further strengthens our policy suggestion and underscores the
need to move towards fully comprehensive privacy policies as soon as possible.

The paper is divided into nine sections. First, we discuss the related work, and
second, the legal background. Third, we describe the test case, i.e., the questions
for which a consumer might reasonably expect to find answers when consulting a
privacy policy. Fourth, we demonstrate that the existing privacy policies do not con-
tain the necessary information. Fifth, we discuss what a fully comprehensive pri-
vacy policy could look like. Sixth, we report the results of our experiments. Seventh,
we show how the LL.Ms fare when asked the same questions based on the actual
privacy policies. Finally, we discuss implications for further research in computer
science, law, and policy.

2 Related work

The automated analysis of privacy policies necessitates an interdisciplinary
approach that integrates law and Al In this section, we highlight the work done at
this intersection and underscore potential gaps. We focus on three lines of relevant
research: empirical legal research on privacy policies; Al & law research on NLP
in the legal domain; and recent attempts to apply LLMs to extract information from
legal documents. Additionally we consider also some contributions illustrating and
comparing EU and U.S. law on privacy and data protection.

# See infra Sect. 6.
5 https://github.com/marcolippi83/comprehensive-privacy-policies.
% See infra Sect. 7.
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2.1 Empirical research into privacy policies

Empirical legal research has conclusively argued that privacy policies are too often
ineffective: on the one hand, they are not read by data subjects since they are too
long and complex; on the other hand, they do not provide data subjects with infor-
mation sufficiently precise to be actionable. It has indeed been shown that consum-
ers do not read privacy policies (Bakos et al 2014; Obar and Oeldorf-Hirsch 2020)
and, when they do, they often misunderstand them (Reidenberg et al 2015). It has
been estimated that reading the privacy policies of all websites one uses would take
hundreds of hours each year (McDonald and Cranor 2008). Researchers have argued
that privacy policies are too long and too confusing for individuals to understand
them (Yerby and Vaughn 2022; Wagner and Walker 2019). As a solution to this
problem, numerous scholars have suggested making privacy policies shorter or eas-
ier to understand, e.g., by using the so-called “privacy nutrition labels” or relying
on other means of simplification (Calo 2011; Emami-Naeini et al 2021; Kelley et al
2009; Waldman 2018). However, it has also been shown that even simplified pri-
vacy policies have a close-to-zero effect on consumers’ understanding of corporate
data practices affecting their rights (Ben-Shahar and Chilton 2016). This last finding
might suggest that the problem with privacy policies is not (only) their form but
also their content. Put simply: privacy policies often do not contain the informa-
tion necessary for consumers—even the hypothetical ones with time and expertise to
read them—to learn how their data will be processed (Contissa et al 2018). A recent
study (Patka et al 2023) highlighted how, by using vague terms for data categories
(““we collect data about your use of our service”) or purposes of processing (“‘we use
your data to improve our service”), many privacy policies leave corporations the
freedom to engage in data practices that consumers cannot reasonably expect or pre-
dict. The same study demonstrated that many privacy policies do not explain what
data will be used for what purpose or shared with what recipient (Patka et al 2023).
In this sense, not reading privacy policies (as they are today) might very much be
the rational thing to do, as there’s nothing interesting to be learned from them.

All these observations have led numerous scholars to theorize the so-called privacy
paradox (Kokolakis 2017; Gerber et al 2018). This notion refers to a situation where con-
sumers’ stated preferences suggest that they value privacy highly, but their revealed pref-
erences indicate that they do not. Put simply: when asked in a survey, consumers claim
to care about privacy but when accessing a website, they click they agree to everything,
without reading anything. The idea of the privacy paradox has been criticized by some
scholars (Solove 2021; Waldman 2020), arguing that it is the mix of cognitive biases, bad
design, and other purposefully created obstacles that render privacy self-management too
difficult. In our view, many individuals do care about privacy, but judge the cost of self-
managing it to be higher than the expected losses from privacy violations (the severity
of such losses times the probability of suffering them). We believe this is the case due
to the stated preferences in the empirical studies (Kokolakis 2017; Gerber et al 2018),
occasional public uproar following data breaches (Kvedar 2019; Kenny 2018), and the
market practice of corporations using data for profit, but generally holding it secure, so
that unwanted disclosure happens way less often than detrimental use.
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If privacy is important to us, but the costs of engaging in its protection are too
high, then by reducing these costs we may encourage individual and collective bod-
ies to take action. The cost-reduction measure we are considering concerns acquir-
ing knowledge of the processing practices of data controllers. As noted above, this
measure has two prongs: requiring companies to draft fully comprehensive privacy
policies and enabling users to query such policies through LLMs.

We are mindful of the fact that many other advances would be needed to ensure that
consumers’ privacy is effectively protected (like interfaces for automated communication
of privacy preferences, or legal requirements for corporations to respect them). However,
we argue that our proposal could contribute to a broader change of the status quo. For the
suggested use of LLMs to have a beneficial—though limited—impact, it is not necessary
that the majority of consumers start spending time querying LLMs about the contents of
privacy policies. It might be sufficient that some consumers and collective bodies achieve
better awareness of unwanted practices by particular controllers, so that such practices are
brought to the light and duly challenged.

2.2 Al &law research on NLP in the legal domain

In our view, the effectiveness of privacy policies as communication instruments
strongly depends on who (or what) could be their readers and addressees. The
intended audience can indeed change with the advances in natural language pro-
cessing (NLP). Several studies have shown that NLP tools can be used to analyze
massive amounts of information, made available to consumers, and assist them in
understanding and assessing their content. Relevant examples include summary gen-
erators (Zaeem et al 2018), document completeness checkers (Costante et al 2012)
and ontologies (Palmirani et al 2018; Oltramari et al 2018). In consumer law, sig-
nificant progress has been made towards automating the identification of poten-
tially unfair clauses in online contracts and privacy policies, as part of the CLAU-
DETTE project (Lippi et al 2019). A similar methodology was applied to analysing
privacy policies based on the General Data Protection Regulation (GDPR)’ (Con-
tissa et al 2018), with less convincing results due to the complexity, incompleteness
and vagueness of these documents (Liepina et al 2019). Further attempts have been
made to summarize privacy policies (Zaeem et al 2018), answer users’ questions
(Ravichander et al 2019), or represent the content of policies in a user-friendly form
(Sadeh et al. 2013; Harkous et al 2018).

However, the usefulness and the practical value of such NLP analysis—auto-
mated representation, assessment, summarization, and question-answering—could
be only as good and specific as the information actually included in the analyzed
documents. As of today, the value of this information is limited since the require-
ment for such policies to be simultaneously exhaustive and understandable prevents
complete and precise information being provided.

7 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free movement of
such data, and repealing Directive 95/46/EC (General Data Protection Regulation) (Text with EEA rel-
evance), OJ L 119, 4.5.2016, p. 1-88, hereinafter “the GDPR.”
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LLMs have dramatically changed natural language processing, also extend-
ing their impact across the whole field of artificial intelligence (Chang et al 2023).
These recent breakthroughs have created new opportunities for analyzing texts
through simple prompt-based queries. LLMs use transformer-based architectures,
and have been trained on vast amounts of general data such as webpages, books,
articles, covering a wide range of topics (Vaswani et al. 2017). It has been argued
that the performance of LLMs in the legal domain can be improved with fine-tuning,
given that legal language is highly specialized (Chalkidis et al 2021). While these
developments are fairly recent, some studies testing the abilities of LLMs in legal
analytics have already emerged (Savelka et al 2023; Baron et al 2023). It has been
shown that GPT models (3, 3.5, and 4) can answer the US (Katz et al 2023) and
Japanese (Yu et al 2023) bar exam questions on par with the examinees. These tests
include various reasoning tasks such as rule application, legal opinion drafting, and
multiple-choice questions.

2.3 NLP and privacy policies

Within the growing research on NLP in the legal domain, some contributions have
specifically addressed privacy policies. As for privacy policy analysis, Tang et al.
(2023) experimented with ChatGPT and GPT-4 to improve the extraction from pri-
vacy policies of information, relevant relevant to the GDPR—e.g., “how and why a
service provider collects user information,” “how long user information is stored?”
The reported results of their PolicyGPT show a significant increase in retrieval met-
rics as compared to older models, which used expert annotated datasets.

Regarding the format of the privacy policies, the data processing information
can be represented in several different ways. On the one hand, there are various
machine-readable formats (Kumaraguru et al 2007; Tgndel and Nyre 2012) (though
scholarly attempts at constructing those seem to have culminated about a decade
ago), potentially based on ontologies (Gharib et al 2020; Palmirani et al 2018). On
the other hand, there are human-readable formats, i.e., texts or tables. However, the
advances in NLP (Zhong et al 2020) contribute to blurring the machine-/human-
readable distinction.

2.4 Privacy policies under the EU and the U.S. law

Before discussing the legal requirements for privacy policies’ content and form, we
want to highlight the different mindsets through which European and American aca-
demia approach the legal status of privacy policies. The main question is: should
one treat a privacy policy as an information obligation (a mandated disclosure) or
as a (boilerplate) contract? While the latter approach is common in the US, Europe-
ans usually adopt a different perspective. In this subsection, we outline the reasons
behind this difference and its consequences. In EU, consumer privacy is governed
by the horizontal General Data Protection Regulation (GDPR) (Yeung and Bygrave
2022). It applies not only to online platforms but generally to all private and public
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entities collecting and using personal data. Among many obligations, it requires data
controllers and processors to fulfill transparency requirements, by publishing pri-
vacy policies (art. 12—14 GDPR). A failure to do so, or a divergence between what is
stated in the privacy policy and what corporations actually do, can result in admin-
istrative fines issued by Data Protection Authorities in Member States (Gentile and
Lynskey 2022). Within the GDPR logic, privacy policies are never sources of legal
rights to process information, but solely information obligations (mandated disclo-
sures). Indeed, legal rights need to be secured elsewhere, e.g., through consent or
a necessity to perform a contract (art. 6 GDPR). Europeans—who otherwise regu-
late boilerplate contracts extensively (Reich and Micklitz 2014)—do not consider
privacy policies as contracts and seldom, if ever, apply contract law rules to these
documents.

In the United States, the situation is different alongside two dimensions: (1) the
source of the obligation to publish privacy policies, and (2) the enforcement mech-
anism whenever corporations behave differently than stated in privacy policies.
Regarding the former, in the United States, unlike in the EU, there is no federal stat-
ute governing online privacy, and thereby no federal statutory requirement to pub-
lish privacy policies (Yerby and Vaughn 2022). Instead, these matters are governed
by several state-level statutes, with CalOPPA® being the first one, and many others
adopted in the recent years (Newell et al 2023). This said, it would be inaccurate to
claim that there are no federal rules in the U.S. requiring to publish privacy policies.
Such a requirement exists but it is not statutory in nature. It stems from decisions
by the Federal Trade Commission, called by some scholars the “common law of
privacy” (Solove and Hartzog 2014). Not publishing a privacy policy would be con-
sidered a deceptive omission by the FTC (Solove and Hartzog 2014).

Regarding enforcement, as the FTC has been initially slow to act, consumers
started relying on contract law as a tool for policing corporations which behave dif-
ferently from what is stated in privacy policies (Solove and Schwartz 2020). This led
to a debate on whether these documents should be treated as contracts (Davis and
Marotta-Wurgler 2019) or not (Solove and Schwartz 2020). If the answer is positive,
federal and state court decisions concerning boilerplate enforceability—e.g., Carni-
val Cruise Lines, Inc. v. Shute® (on choice of forum), AT&T Mobility LLC v. Con-
cepcion'® and American Express v. Italian Colors'' (on mandatory arbitration)—
would apply to privacy policies. The problem of boilerplate’s justiciability gave rise
to fascinating scholarly discussions (Sterkin 2004; Gibson 2017; Encarnacion 2019)
which, however, we do not consider directly relevant to our argument.

In one sense, it is always possible (also within the EU law) to argue that a privacy
policy gets incorporated, as a future-looking promise, into a contract. However, we
are less interested in privacy policies as (potential) sources of corporate rights to
process data and more in their function as transparency tools (mandated disclosures)
meant to reduce information asymmetries. For this reason, in the remainder of this

8 California Online Privacy Protection Act, Cal. Bus. & Prof. Code §§ 22,575-22,579.
9 499 U.S. 585 (1991).
10563 U.S. 333 (2011).
1570 U.S. 228 (2013).
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paper, we do not engage the contract law problems and treat privacy policies solely
as information obligations.

3 Legal requirements for privacy policies: comprehensiveness vs.
comprehensibility

The law, both in the European Union and in the United States, assigns the draft-
ers of privacy policies a difficult task. On the one hand, privacy policies should be
comprehensive, i.e., contain all the information relevant to a consumer pondering
whether to use a service. On the other, they should be comprehensible, i.e., written
in simple language and easy to understand for consumers.

In the United States, online consumer privacy is governed by the so-called “notice
and choice” model (Richards and Hartzog 2018). As in the U.S. there exists no
comprehensive federal statute concerning online data privacy, the model’s sources
include the decisions by the Federal Trade Commission, called by some scholars
the “common law of privacy” (Solove and Hartzog 2014) and a growing number
of state privacy laws (Newell et al 2023). Within its logic, companies who wish to
collect and use personal data should make privacy policies available to consumers
(“notice”) who, in turn, can decide whether such data practices are acceptable to
them (“choice”). Whether companies actually live up to their promises has been
policed by both contract law (Bar-Gill et al 2017) and public enforcement by the
F.T.C. (Solove and Hartzog 2014) and state Attorneys General (Citron 2016).

The latter can also issue guidelines. For example, in 2014, then-AG of Califor-
nia, Kamala Harris, stated that privacy policies “should provide a comprehensive
overview of [...] practices regarding the collection, use, sharing and protection of
personally identifiable information” and recommended that drafters of privacy poli-
cies “use plain, straightforward language. Avoid technical or legal jargon. Use short
sentences” (Harris 2014).

In the European Union, the GDPR is the main instrument governing online con-
sumer privacy (Yeung and Bygrave 2022). It requires that data controllers provide
consumers with detailed information about their data practices,'? yet do so in “in
a concise, transparent, intelligible and easily accessible form, using clear and plain
language.”!® The two requirements are in obvious tension.

Regarding comprehensiveness, under the GDPR’s transparency requirements, the
unit of information that must be disclosed is a single act of processing of personal
data. An act of processing means any action that a data controller takes regarding
personal data.'* Thus, transparency at the stage in which personal data is collected
requires the consumers to be informed, among others, about the following:

1. Categories of personal data concerned (e.g., an email address);

12 The GDPR, arts. 13-14.
13 The GDPR, art. 12.1.
4 GDPR art. 4.1.

@ Springer



Make privacy policies longer and appoint LLM readers

2. Purpose of processing for which each category of data is intended (e.g., issuing

receipts)

Legal basis for each data processing'> (e.g., contractual necessity)

4. Storage period or, when it is not possible, the criteria to determine such a period
(e.g., till account closure), and with regard to each data and purpose

5. Recipients or at least the categories of recipients ( e.g., a cloud provider), as well
as their

et

(a) Role (controller or processor)
(b) Purpose of sharing (e.g., data backup)
(c) Legal basis of sharing (e.g., legitimate interest)

This is quite a lot of information. Simultaneously, the GDPR requires this infor-
mation to be presented in a concise and simple manner. The guidelines endorsed
by the European Data Protection Board'®—a body comprised of the Supervisory
Authorities from all the EU Member States—provide some examples of how to
square the two requirements:

Poor practice examples

“We may use your personal data to develop new services” (as it is unclear
what the “services” are or how the data will help develop them);

“We may use your personal data for research purposes” (as it is unclear what
kind of “ ‘research” this refers to) and;

“We may use your personal data to offer personalised services” (as it is
unclear what the “personalisation” entails).

Good practice examples

“We will retain your shopping history and use details of the products you have
previously purchased to make suggestions to you for other products which we
believe you will also be interested in” (it is clear what types of data will be
processed, that the data subject will be subject to targeted advertisements for
products, that their data will be used to enable this)."’

This looks clear and simple when presented as an isolated example. However,
when one considers the sheer volume of data processed by online companies nowa-
days, the multitude of purposes for which different categories of data are used, or the
range of entities with whom data is shared, a comprehensive privacy policy quickly
becomes inflated. Quite possibly, the data controller from the EDPB’s example uses
consumers’ shopping history for several other purposes and provides suggestions

15 Art. 6.1. GDPR lists six possible bases for processing: (a) consent, (b) contractual necessity, (c) legal
obligation, (d) subject’s vital interest, (¢) public task, or (f) controller’s legitimate interest. In the ana-
lyzed context, (a), (b), (c) and (f) are relevant. Whenever a data controller relies on (f), they should spec-
ify what legitimate interest they have in mind, to enable the proportionality assessment(Article 6(1)(f)).

16 Art. 29 WP, Guidelines on transparency under Regulation 2016/679, last Revised and Adopted on 11
April 2018, available at: https://edpb.europa.eu/our-work-tools/our-documents/guidelines/transparency.
Hereinafter “The Transparency Guidelines."

17" All the examples are taken from the Article 29 WP, Transparency Guidelines, p. 9.
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based on other categories of data as well. Moreover, even this example does not
meet all of the art. 13 GDPR requirements, as it is silent about the legal basis of
this processing or the time period of data storage. Against this backdrop, the drive
towards more comprehensibility (i.e., shorter and simpler policies) advocated for
in scholarship (Calo 2011; Emami-Naeini et al 2021; Kelley et al 2009; Waldman
2018), needs to be re-assessed. At what point does the short and easy-to-read pri-
vacy policy become devoid of meaning?

We argue that a privacy policy should include enough information to comprehen-
sively answer all reasonable questions consumers might have about data practices
by service providers. This is in line with the overall philosophy of the informational
self-determination paradigm pursued by the GDPR (Vivarelli 2020) and American
privacy law (Reidenberg et al 2015). The idea, basically, is that a consumer will be
well-positioned to decide whether to use a service and/or what data to reveal while
doing so, upon knowing what data the company plans to collect, how it plans to use
it, and with whom it plans to share it, as well as for what purposes. Hence, in the
next section, we propose nine examples of questions that a consumer might reason-
ably be interested in. We will further use these questions to assess the comprehen-
siveness of real privacy policies and test our proposed format of a fully comprehen-
sive privacy policy.

4 Assessing privacy policies: nine questions on data processing

With the rise of the gig-economy and in the aftermath of the COVID-19 pandemic,
individuals’ reliance on food delivery apps has grown (Raza et al 2023).

We consider them a gentle case study for the present research for several reasons.
First, the type of data food delivery apps collect might, on the surface, seem banal,
yet researchers have shown how dietary choices correlate with sensitive information
like one’s race (Marshall and Naumann 2018) or political convictions (DellaPosta
et al 2015). Such data can also be beneficial for health insurers, interested in adjust-
ing premiums of consumers developing (un)healthy dietary habits. Second, this is a
competitive market, where one could imagine, at least theoretically, service provid-
ers competing on the privacy terms they offer (Marotta-Wurgler 2016). Third, for
the purposes of our research, the catalogs of data categories these companies collect
is wide, but more limited than those of data behemoths like social media, rendering
the experiments interesting but feasible.

Hence, we imagine nine questions that a consumer could be interested in when
considering whether to use a food delivery app, or choosing among different apps.
This is not to say that these are all possible questions; rather, in our view, they well
exemplify the kinds of information information consumers could be interested in
having access to.

Q1: What data does Orderoo process about me?

Q2: For what purposes does Orderoo use my email address?

Q3:Who does Orderoo share my geolocation with?

Q4: What types of data are processed on the basis of consent, and for what purposes?
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Q5: What data does Orderoo share with Facebook?

Q6:Does Orderoo share my data with insurers?

Q7: What categories of data does Orderoo collect about me automatically?
Q8:How can I contact Orderoo if I want to exercise my rights?

Q9: How long does Orderoo keep my delivery address?

In the following sections, we’ll use these questions to assess: (i) the comprehen-
siveness of five actual privacy policies of food delivery companies, i.e., Deliveroo,
DoorDash, Glovo, Just Eat, and Wolt; (ii) the ability of two LLMs to answer such
questions based on the mock, fully-comprehenive, privacy policy we created; and
(iii) test what would happen if the same LLMs were asked to answer these questions
based on the actual, non-comprehensive, privacy policies.

5 Human evaluation of exisiting privacy policies (scenario 1)

In the first scenario, we tested whether legal experts can answer the selected ques-
tions, based on privacy policies currently in use. Our assumptions, supported by legal
research in the area (Pollach 2011; Reidenberg et al 2015), were that privacy policies
should be accessible and understandable by all users with or without a deeper under-
standing of the subject matter. Second, legal experts with knowledge of data protec-
tion laws and having read a substantial number of policies should ideally be able to
answer all questions accurately. Third, we assumed that involving legal experts and
not setting any time limits would allow us to overcome the usual limitations of ana-
lysing policies, i.e., their length, poor readability scores, and time limitations.

Our case study focused on the food delivery sector, therefore we chose five pri-
vacy policies from well-known service providers in this area: Deliveroo, DoorDash,
Glovo, Just Eat, and Wolt. The latest versions of the policies were downloaded in
English on 10 January 2024. The length of policies varied between 4379 words
(Deliveroo) and 13,765 words (Glovo). Each policy was independently evaluated
by two legal experts. The experts were required to answer the 9 questions, speci-
fying for each of them whether the policy provided (a) unambiguous (clear) infor-
mation, so that a definite answer could be given, or (b) ambiguous (impossible to
know) information, so that no definite answer could be provided. The experts were
also requested to add justifications for their evaluations, based on the analysis of the
text.!® The evaluator agreement was equal to 100%.

Table 1 illustrates the findings—only two out of nine questions could be answered
unambiguously. These two questions relate to whether the company shares data with
insurers (Q6, clear in 4 out of 5 policies) and contact information for users to exer-
cise their rights (Q8, clear in 5 out of 5 policies). Comparatively, these were the
easiest questions to answer, since the relevant information was available in a single
paragraph (as is usual).

18 Full details of both evaluators and can be found on GitHub https:/github.com/marcolippi83/compr
ehensive-privacy-policies.
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Table 1 Legal expert evaluation of privacy policies in the food delivery sector

Question | Just Eat | DoorDash | Wolt | Glovo | Deliveroo
Ql X X X X X
Q2 X X X X X
Q3 X X X X X
Q4 X X X X X
Q5 X X X X X
Q6 4 X v v v
Q7 X X X X X
Q8 v v v v v
Q9 X X X X X

The majority of questions (7 out of 9) could not be answered with certainty, in
other words, the information was ambiguous. The challenge of answering these
questions stems from several problematic practices. We list the most common prac-
tices with examples from the policies below. Note that these issues often co-occur
resulting in further reduction of clarity and comprehensiveness about the data han-
dling practices.

The most common problem in the policies was the vagueness of the language
used. Such language introduces uncertainty about what data is collected and how
this data is used. Vague language introduced ambiguity in different ways—e.g.,
data categories were defined only at a high level (‘personal data,” ‘your data,” ‘your
information’), open-ended qualifiers were used such that no clear conclusions could
be drawn from these explanations (‘may,” ‘could, ‘would,” ‘as necessary’), exam-
ples (‘such as,” ‘for example’) were used instead of providing clear and exhaustive
lists for data types and processing practices. Consider the examples of such lan-
guage practices taken from the real privacy policies below.

A4: “We process your personal data to the extent necessary and based on
legitimate interest, for example, to: [...] market the Wolt Services to you or
show you targeted or personalized advertisements through Wolt Services [...]”
[Wolt].

A9: “We will only retain your information for as long as reasonably necessary
to fulfil the purposes we collected it for, including for the purposes of satisfy-
ing any legal, regulatory, tax, accounting or reporting requirements.” [Deliv-
eroo|.

A7: “We also may collect and store certain information about you and your
device(s) automatically when you access or use our platforms and Services,
including, without limitation, on our websites and engaging with our online
chat functionality” [DoorDash].

Some of our questions asked for information about specific data types. For exam-
ple, Q2 asked about the purposes for which the user’s email is used, and Q9 required
information on the retention period of the delivery address. To enable definite
answers to these questions, the policies should specify purposes and retention peri-
ods for every data type collected. None of the policies included such specifications.
See the examples below for typical phrasing used in the policies.
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Table 2 Legal expert evaluation

. L Question ~ Amazon  AliExpress eBay  Shein  Zalando
of privacy policies in the

e-commerce sector Ql X X X X X
Q2 X X X X X
Q3 X X X X X
Q4 X X X X X
Qs X X X X X
Q6 X v X v v
Q7 X X X X X
Q8 v v v v v
Q9 X X X X X

A9: “Wolt does not store your personal data longer than is legally permitted
and necessary for the purposes of providing the Wolt Services or the relevant
parts thereof.” [Wolt].

A9: “Our retention of your personal information may vary based upon the
nature of our relationship with you or, as applicable, the company or business
with whom you are employed, associated, or connected (e.g., in the case of
Merchant Personnel and Service Provider Personnel, etc.) and based upon sev-
eral factors, including without limitation, the following: [...].” [DoorDash].

A2: “Glovo processes your personal data for: i) detect and investigate fraud
and possible crimes committed against our Platform and all the users, [...].”
[Glovo].

In our analysis of the privacy policies, we have not encountered a single policy
that is compliant with all the GDPR requirements. In many instances, even legal
experts are unable to answer the proposed questions with absolute certainty. This is
due to the lack of both comprehensiveness and transparency. Moreover, our analysis
showed that the quality and completeness of the information provided are not linked
to the policy length.

To verify and argue for the general significance of our findings within the current
privacy policy landscape, we selected and analyzed five additional privacy policies
from the e-commerce sector, i.e., Amazon, AliExpress, eBay, Shein, and Zalando.
We decided to focus on this domain since the 9 selected questions can be easily
applied, allowing for a direct comparison of comprehensiveness and transparency
with the food delivery sector. The selected privacy policies were downloaded on
7 October 2024. The length varied between 4533 words (Shein) and 20,512 words
(eBay).

As in the previous case, each policy was independently evaluated by two legal
experts, based on the same criteria.'® The evaluators’ agreement amounted to 100%.
As shown in Table 2, the results are consistent with those of the first privacy policy

19 Full details of both evaluators and can be found on GitHub https:/github.com/marcolippi83/compr
ehensive-privacy-policies.
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set. Only 2 out of 9 questions, i.e., Q6 and Q8, could be answered. The highlighted
evidence of vagueness, ambiguity and lack of required information is further con-
firming the outcomes of previous studies (Contissa et al 2018).

6 The legal proposal: fully comprehensive privacy policies

Our policy suggestion aims to create an informational environment where AI’s full
potential in assisting consumers can be realized. We propose that the law should
require corporations to disclose fully comprehensive privacy policies, ideally in a
standardized form, and relax the comprehensibility requirement. Such notices can
be later processed by other parties to suit particular consumers’ informational needs,
particularly via automated means.

In this paper, we propose a format for fully comprehensive privacy policies. We
suggest organizing the text by data category, i.e., devoting one separate paragraph
for each type of data processed by a controller. These data categories should them-
selves be specific and unambiguous, i.e., for example, read “the amount of time you
spend in the app from opening to order,” or “the type of food you search for,” etc.,
rather than “usage information.” The test for non-ambiguity is simple: if it is rea-
sonably possible for a reader to ask “but what do you mean by category X?” that
category should either be split into smaller categories or exhaustively defined. As an
example of the latter, consider the excerpt of our mock privacy policy: “By payment
information, we mean: bank account number (if you pay by bank transfer) or credit
card number, expiration date, security code and billing postcode (if you pay by credit
card), date and time, payment amount, PayPal email address or IBAN information.”
To satisfy the exhaustiveness requirement, enumerations should not contain phrases
like “such as,” “for example,” as these phrases can render the text ambiguous again.

Each paragraph should contain the following information: (A) data category, (B)
source, (C) purpose of processing, (D) purpose explanation, (E) legal basis, (F) legal
basis explanation, and (G) storage period. Further, in case the data category will
be shared with third parties, the second part of the same paragraph should contain
information on (I) the recipient’s identity, (II) their role (processor and controller),
(IIT) the purpose of sharing, (IV) legal basis for sharing for each specific purpose.
We illustrate how this could look like in Appendix A.

Note that this policy has been designed, first and foremost, with human expert read-
ers in mind. The goal was to create a document that would enable a person with techni-
cal knowledge of law and resources like time and cognitive capacity, to unambiguously
answer all questions. This is not to say that we expect consumers to spend time reading
these long documents. Rather, our hypothesis was that, based on a such a document,
LLM:s should also be able to provide answers while retaining the ability of humans to
always verify them.
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7 LLMs and the mock privacy policy (scenario 2)

In the second scenario, our goal was to assess to what extent LLMs were able to
correctly answer user questions regarding the contents of fully comprehensive pri-
vacy policies. We asked the nine questions introduced in Sect. 4 with respect to the
Orderoo mock privacy policy described in Sect. 6.

The three initial questions, as well as Q8, are rather straightforward and aimed to
test the model’s ability to retrieve the relevant information. The answer to Q1 can
be found at the beginning of each paragraph of the mock policy, while the answers
to Q2, Q3 and Q8 are contained in a single paragraph. Q4, Q5, Q6, Q7 and Q9 are
more complicated. The answers to Q4, QS5, and Q7 are spread throughout the entire
document. Q6 requires a negative answer, i.e., the policy does not mention any data
sharing with insurers. It is mostly aimed at testing potential hallucinations. QS is a
question where a user would ask about a data category that could correspond to two
different data categories in the document (i.e., contact email and business address);
we wanted to see if this would confuse the LLMs.

7.1 Experimental setup

We provide the tested LLMs with the full text of the policy, and the list of questions,
numbered from 1 to 9. Since the performance of all LLMs is strongly dependent on
the way in which prompts are engineered (White et al 2023), we test the following
two prompt variations:

Prompt 1 (short): In answering the questions please rely solely on the infor-
mation included in the text and not your knowledge from other sources; please
read the document carefully and mention everything, do not omit any informa-
tion included in the text; please do not shorten or simplify the answers.*

Prompt 2 (Chain-of-Thought): In answering the questions please rely solely
on the information included in the text and not your knowledge from other
sources. Do not omit any information included in the text, and do not shorten
or simplify the answers. Please reason step by step.>!

The prompts aim to give precise instructions, to mitigate hallucinations (i.e.,
making answers up) (Azamfirei et al 2023; Bang et al 2023), unwarranted simpli-
fication (i.e., listing only some answers, preceded by phrases like “for example” or
“such as”), and unwarranted text generation (i.e., adding information that the user
did not ask for, e.g., advice that one should carefully read the laws, etc.).

As for the candidate LLMs to be evaluated, we performed many preliminary
experiments. We tested the following models: GPT-4, Llama-7B, Llama-13B,
Llama-70B, Mistral-7B, and Momo-70B. We observed a general behaviour with
most of the considered models: except for GPT-4, all the other LLMs struggled with

20 Experiments with Prompt 1 were carried out in January 2024.
21 Experiments with Prompt 2 were carried out in October 2024.
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dealing with a large context, as the mock policy is 6880 words long. GPT-4 is, in
fact, the only model, among the ones we tested, having a default context window up
to 128k tokens.

We are aware that LLMs’ performance may also vary based on hyper-parameters
adjustments. However, we did not engage in LLM fine-tuning, which would have
required a completely different methodology, with the need for a training data set.
We believe this is beyond the scope of this paper, although certainly worth studying
in the future.

Our preliminary analysis showed that the results of GPT-4 stand out signifi-
cantly for their quality. The results obtained with the three Llama versions are simi-
lar (though with a much lower quality than GPT-4 results), but slightly better for
the smallest model (7B), the larger ones being more prone to summarization and
hallucination. As for Mistral-7B, we were not able to get valuable answers, again
probably due to the very large input context. The answers obtained with Momo-70B
also showed significant mistakes. While we provide the full transcripts of all these
preliminary experiments in our Github repository, in the following we will analyze
in details only those obtained with GPT-4 and Llama-7B.%? Nevertheless, we remark
that obtaining better results with all the LLMs could indeed be possible, with a com-
bination of model calibration, prompt engineering, and fine-tuning. Our goal is not
to exhibit the winning model, but rather to show that adequately instructed LLMs
can successfully accomplish this task.

For both GPT-4 and Llama2-7B, we repeated the test five times to assess variabil-
ity across different runs, as LLMs are stochastic generative models. All the answers
were manually checked by legal experts.

7.2 GPT-4 results on mock policy

For GPT-4, the very high quality of the results allowed us to employ standard classi-
fication metrics that are typically used for question-answering, information retrieval,
and machine learning in general. In fact, we could easily identify two main catego-
ries of mistakes made by the LLM: (i) false positives (FP), where the reply con-
tains incorrect information, though based on the document and (ii) false negatives
(FN) where the reply misses information contained in the document. As we shall see
later, incorrect information not based on the document is classified as hallucination.
Given also the number of correct elements present in each reply (true positives, TP),
one can introduce precision (P) and recall (R), as follows:

TP TP
P=—r R=——0 (1
TP + FP TP + FN

22 We remark that GPT-4 is a closed model, whereas Llama-7B is open. As additional information, we
report that the overall cost of our experiments, including preliminary ones, with GPT-4 was below 3 dol-
lars.
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Just to give an example, Q4 asks for the types of data that are processed on the
basis of consent, also asking for purposes. The correct answer should contain 5 cat-
egories: default delivery address, payment information, geolocation, contacts, and
dietary restrictions. Therefore, in case the answer provided by GPT-4 for a single
run contains only 3 out of 5 categories, we count 2 FNs, and we report a recall equal
to 60.0. If, instead, the answer contains an additional category which was not among
the 5 correct ones, we report a FP, thus leading to a precision equal to 80.0.

Table 3, reports the results obtained with GPT-4, relatively to Prompt 1 (short)
and Prompt 2 (Chain-of-Thought).

Prompt 1 (short). As regard Prompt 1, for six questions (QI1-Q2-Q3-Q6-QS8-
Q9) the answers are perfect on all five runs, with neither a FP, nor a FN. The three
remaining questions produced a few mistakes, though both precision and recall are
still very high. As for Q4, two runs out of five produced one FP each, and a single
run produced one FN. Regarding Q5, all runs except one contained at least one FN,
whereas two runs also had a FP, with one run reporting the correct reply. Q7 was the
most problematic question in terms of recall, since every run consistently showed
at least two FNs: more precisely, GPT-4 consistently missed “contact list details”
and “call recordings” as data categories that are automatically collected by Orderoo.
We decided to further investigate this point, and we asked GPT-4 explicitly (in two
subsequent questions) whether such data categories are in fact automatically col-
lected: the answer of GPT-4 this time was correct. We argue that this second way of
phrasing the question (i.e., in terms of a yes/no question rather than asking for a list
of possibilities) is simpler to answer. This is not surprising, since the performance of
LLM:s is known to be strongly dependent on the prompt.

To illustrate the performance of GPT-4 Prompt 1 on the mock policy, consider the
following examples. As regard the question on who does Orderoo share the user’s
data with (Q3), the correct answer should include four entities—delivery persons,
vendors close to you, Facebook, and Google. GPT-4 correctly answered the question
in all 5 runs with very minor variations between the runs.

Table 3 Results obtained by
GPT-4 on the nine questions
asked on the Orderoo mock Precision  Recall F1 Precision  Recall Fl1
privacy policy

Prompt 1 (Short) Prompt 2 (CoT)

Ql 100.0 100.0 100.0  100.0 100.0 100.0
Q2  100.0 100.0 100.0 94.0 100.0 96.9
Q3 100.0 100.0 100.0  100.0 100.0  100.0
Q4 96.7 92.0 94.3 96.7 72.0 82.5
Q5 94.4 90.0 92.1 100.0 92.0 95.8
Q6 100.0 100.0 100.0  100.0 100.0  100.0
Q7  100.0 78.2 87.8  100.0 81.8 90.0
Q8 100.0 100.0  100.0 100.0 100.0  100.0
Q9  100.0 100.0  100.0  100.0 100.0  100.0

Precision accounts for the false positives and recall for the false neg-
atives. Results are averaged over 5 runs
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Prompt 1, Run 1: “Orderoo shares your geolocation with delivery persons
(for order delivery), with vendors close to you (to facilitate their own mar-
keting), with Facebook, and with Google (both for ad delivery and third-
party marketing).”

Prompt 1, Run 3: “Orderoo shares your geolocation with delivery persons for
order delivery, vendors close to you for their own marketing, Facebook and
Google for ad delivery and third-party marketing.”

As for the errors, GPT-4 Prompt 1 did not produce any hallucinations. The few
false negatives were related to missing one or two items from the list. Similarly,
the false positives were related to the addition of one or two items to the list.
Consider the following answers to the question about what data does Orderoo
share with Facebook (Q5). The correct answer should include 10 data types, see
the comparison between the synthesised list from the mock policy and the GPT
answers.

Orderoo: “Data shared with Facebook: default delivery address, each deliv-
ery address, details of your order (what you buy), the price you pay, ratings
of orders, geolocation, food interests, content preferences, system language,
and country of residence.”

Prompt 1, Run 2: “Orderoo shares the following data with Facebook: your
default delivery address, each delivery address, for the purpose of ad delivery
and third-party marketing, your geolocation, the details of your food interests,
your ratings of the orders, your system language, your country of residence,
and your content preferences for the purpose of personalizing advertising.
[FN: GPT missed ‘details of your order’ and ‘the price you pay’.]

Prompt 1, Run 4: “Orderoo shares the following data with Facebook: email
address, default delivery address, each delivery address, order details, ratings
of your orders, your geolocation, content preferences, food interests, system
language, country of residence.” [FN: GPT missed ‘the price you pay.” [FP:
GPT added. ‘email address.’]

Overall, GPT answered the majority of questions correctly (33 out of 45 ques-
tions) and followed the prompt instructions carefully, i.e., it used only the infor-
mation available in the text and did not shorten or simplify the answers.

Prompt 2 (Chain-of-Thought). As regard Prompt 2, for five questions (Q1-Q3-
Q6-Q8-Q9) the answers are perfect on all five runs (29 out of 45 questions). In
comparison with Prompt 1, the results obtained with Prompt 2 are slightly worse
for Q2 and Q4. Concerning Q2, GPT-4 produced 3 FPs in one run. Differently
from what was observed with Prompt 1, Q4 was the most problematic question,
since all runs produced one or more FN, and a single run produced one FP. In
contrast, for Q5 and Q7, Prompt 2 slightly outperforms Prompt 1. Note that, for
Q7 the issue related to FN persists, since the model produced the same 2 FNs in
each run. The most relevant difference compared to Prompt 1 is that, Prompt 2
produced an inference for Q2 in a single run. As further detailed in Sect. 7.3, we
treat as inferences answers indicating that LLMs have drawn conclusions based
on the policy, which may or may not be true. In particular, in addition to the
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correct purposes for using the user email address, GPT-4 added the need “To
determine trends in purchase behavior” which seems to follow from the profil-
ing purpose. Finally, Prompt 2 also displayed several repetitions (REP), i.e., the
model reported the same items multiple times for Q2 and QS5 in a single run. For
example, when answering Q5 on what data are shared with Facebook, the output
included “food interests” twice.

Orderoo: “Data shared with Facebook: default delivery address, each deliv-
ery address, details of your order (what you buy), the price you pay, ratings
of orders, geolocation, food interests, content preferences, system language,
and country of residence.”

Prompt 2, Run 2: “[...] Details of your food interests for ad delivery and third-
party marketing, [...] Food interests for ad delivery [...]

To assess these results against another LLM, we report the same prompts and
questions used with Llama2-7B.

7.3 Llama2-7B on mock policy

The results obtained with Llama2-7B are significantly worse than those achieved
with GPT-4, relatively to both Prompt 1 (short) and Prompt 2 (Chain-of-Thought).
As shown in the following, Llama2-7B replies were much more complex to analyze
even for humans, since very often it tries to summarize the content of the policy,
and sometimes it also hallucinates, i.e., it provides (incorrect) information not based
on the document. It is not easy to frame such mistakes into the two plain categories
of FPs and FNs, necessary to compute precision and recall. Thus, we decided not
to report for Llama2-7B the same quantitative evaluation produced for GPT-4 and
measured the correct and wrong answers in a different way (the same assessment
criteria were used in Sect. 8).

In particular, correct answers included all the true positives and true negatives.
We distinguish five types of errors: (1) false negative (FN) when the answer is
missing information present in the policy, (2) false positive (FP) when the answer
includes information that is not relevant for answering the question, but can be
found in the policy, (3) summarization (SUM) when the answer indicates that LLM
has summarised information in the policy, (4) in- ference (INF) when the answer
indicates that LLMs made inferences based on the policy, which may or may not be
correct, and (5) hallucinations (HAL) when the answer includes information that is
not in the text. Each answer was treated as one unit for counting the errors and one
answer could include multiple errors.

Prompt 1 (short). With regard to Prompt 1, Llama2-7B provided only one cor-
rect answer for the 45 questions (9 questions for 5 runs). Evaluation of Llama2-7B
under the above-mentioned criteria shows a very high count of missing informa-
tion (FN=91%) and a staggering frequency of hallucinations (HAL=62%), i.e.,
answers not based on the analyzed policy. Prompt 1 answers also include moderately
frequent instances of summarization (SUM=27%), false positives based on the
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information present in the policy but irrelevant for the question at hand (FP=38%),
and inferences (INF=13%).%}

While the missing information can be identified fairly easily, other types of errors
are more complex and introduce potentially more problematic issues. Consider,
for example, answers to the question about how long Orderoo keeps the delivery
address (Q9) with the correct answer of “until you delete your account, plus three
months”:

Prompt 1, Run 3: “Orderoo keeps your delivery address for 18 months after
the last order.”

Prompt 1, Run 4: “According to the document, Orderoo keeps your delivery
address for a period of 18 months after the last order placed. After this time,
your data will be deleted or anonymized, unless you have given consent for
longer retention.”

Both answers are not based on the information found in the text, which we consid-
ered as hallucinations. Moreover, Llama2-7B’s answers do not indicate any uncer-
tainty about the information given, exemplified by the following phrase “according
to the document.”

Consider another example based on the question about the contact details to exer-
cise the user’s rights (Q8) with the correct answer of “By email: dpo@orderoo.com
or privacy @orderoo.com. By mail: 1 Name Street, 40,121, Bologna, Italy”:

Prompt 1, Run 1: “[...] you can contact their customer service team at [insert
contact information]. Please note that you may need to provide proof of iden-
tity to verify your request.” Prompt 1, Run 2: “[...] * Email: [info@orderoo.
com] (mailto: info@orderoo.com) * Postal address: Orderoo, 123 Main St,
Anytown, AB12 3CD.”

Llama2-7B Prompt 1 failed to answer this question correctly in all five runs. As
demonstrated in the examples above, the answers included missing information and
hallucinations. In addition to the errors, we also observed interesting patterns in the
different runs. For example, in run 3, answers included emojis, and in run 5, Llama
used quotation marks in the answers, misleading the reader that it was quoting the
policy’s text directly when it was not.

Prompt 2 (Chain-of-Thought). In comparison with Prompt 1, Prompt 2 performed
worse. First of all, the model is more prone to include unrequested summarisation
of the entire privacy policy, before answering the queries. Summarisation occurred
three times in two out of five runs. Consider the following example:

Prompt 2, Run 5: “Orderoo processes data about you for the following pur-
poses: * To provide the Orderoo service to you: This includes processing your
orders, payment details, and communication with you regarding your order.
* To improve our services and products: Orderoo may use your data to ana-

23 Full documentation of the error analysis can be accessed on GitHub https:/github.com/marcolippi83/
comprehensive-privacy-policies.
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lyze customer behavior and preferences, which helps us to improve our menu,
services, and marketing efforts. * To send you marketing communications:
Orderoo may use your email address to send you newsletters or other mar-
keting messages. These messages may include special offers, promotions, or
updates on new products or features. You can opt-out of receiving these mes-
sages at any time by following the unsubscribe link included in each message.
* To personalize your experience: Orderoo may use your data to tailor our
services and marketing efforts to better suit your needs and preferences. For
example, we might show you personalized recommendations based on your
order history or location. * Compliance with laws and regulations: Orderoo
must comply with applicable laws and regulations, including those related to
data protection. This means that we may need to disclose your data in response
to a legal request from government authorities or law enforcement agencies.”

Secondly, the model skips answering questions completely 9 out of 45 questions
in four runs, while producing a disclaimer to justify its behavior in two runs. Con-
sider the following example, where the model produced a disclaimer after answering
Q6 and then failed to answer from Q7 to Q9:

Prompt 2, Run 1: “T apologize for any confusion, but I cannot provide an answer
to your questions as they are based on a fictional document that does not exist.
The questions you provided are not real and therefore, I cannot rely solely on
the information included in the text to answer them. I’'m just an Al assistant
trained to provide accurate and helpful responses, but I cannot create fake docu-
ments or answers to questions that do not exist. If you have any other questions
or requests, please feel free to ask, and I will do my best to assist you.”

Overall, Llama2-7B Prompt 2, answered 36 out of 45 questions, where only
two answers were correct. Thus, we can analyze errors only for these answers,
making it more difficult to compare the results with Prompt 1. In particular,
Prompt 2 produced 92% FNs, 42% FPs, summarization (SUM 28%), and halluci-
nations (HAL 64%). Notably, the percentage of inferences (INF 53%) is signifi-
cantly higher compared to Prompt 1. Consider the following examples of errors
produced with Prompt 2. As regard QS5, it seeks to extract the data shared by
Orderoo with Facebook.

Orderoo: “Data shared with Facebook: default delivery address, each
delivery address, details of your order (what you buy), the price you pay,
ratings of orders, geolocation, food interests, content preferences, system
language, and country of residence.”

Prompt 2, Run 3: “[...] Location data (e.g., latitude, longitude) for the pur-
pose of providing location-based services and personalizing the user expe-
rience. [...]”

Note that, the output includes not only the categories of data, among other
“location data,” but also a specification of what could be considered as geoloca-
tion information: “e.g., latitude, longitude”. While this inference (INF) might
be correct, it violates the prompt’s restriction of reporting only what is in the

@ Springer



P. Patka et al.

privacy policy. Moreover, as noted above, even if an inference is valid from a
logical perspective, the conclusion may be false.

Llama2-7B also produced text summarization in answering the questions,
even if prompts explicitly forbid it. Consider the following example relative to
Q6, on what data are processed on the basis of consent, and for what purposes.

Orderoo: “Default delivery address, for delivery address suggestion; Payment
information, storing your payment information for future payments; Geoloca-
tion, delivery address suggestion; Contacts, to synchro- nize the contact list with
the Orderoo app; Dietary restrictions and food allergies, highlighting the poten-
tial allergens among the food ingredient descriptions, and sharing with vendors.”

Prompt 2, Run 5: “Types of data processed on the basis of consent: per-
sonal data. Purposes: providing services and improving services.”

From the example above, it is clear that, rather than reporting all the data cat-
egories and the related purposes of processing, Llama2-7B groups all the infor-
mation into “personal data”, also summarizing the mentioned purposes under
the broader umbrella of “providing and improving services.”

7.4 Discussion of scenario 2 results

The performance of GPT-4 is really good under at least two metrics. First, on the
meta-level, the fact that the answers given to the 9 questions so closely corresponded
to the content and form of the correct answers—making it possible to compute pre-
cision and recall—is undoubtedly a success of the model. Note how the use of these
standard metrics, for reasons presented above, was impossible in a straightforward
manner for Llama2-7B (as it would have produced low-single-digit results, addition-
ally missing the problem). Second, GPT-4 Prompt 1 scored really high: it answered
6 out of nine questions flawlessly, with F1 of 94.3 in Q4, 92.1 in Q5, and 87.8 in
Q7. This is a very promising result from the law and consumer policy perspectives.
Third, the comparison between short and chain-of-thought prompts for GPT-4 and
Llama2-7B suggests that, for question-answering and information extraction tasks,
step-by-step reasoning offers no advantages and can even reduce the performance.
Even though the majority of the (pre-)tested LLMs, i.e., Llama-7B, Llama- 13B,
Llama-70B, Mistral-7B, Momo-70B, did not manage to produce results satisfactory
from the consumer policy point of view, we want to highlight that (i) they are in the
early stages of their development; (ii) the prompts and settings we used were rela-
tively straightforward. The fact that GPT-4 is capable of performing these tasks well
indicates that work on other LLMs might render them so as well.

The really good performance of GPT-4 in the experimental scenario, i.e., answer-
ing questions about the fully comprehensive privacy policy, suggests that our policy
proposal should be seriously considered by lawmakers or even privacy-sensitive
corporations acting on their own motion. This proposal challenges the conventional
wisdom that privacy policies should be made shorter rather than longer and sim-
pler rather than more complex (Calo 2011; Emami-Naeini et al. 2021; Kelley et al
2009; Waldman 2018). Even though these proposals responded to the real trade-off
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existing in the world of human-only readers, we argue that with the changing socio-
technological reality, the law should reconsider the assumptions made about the
audiences of privacy policies, and thereby start requiring well-structured, fully com-
prehensive texts that LLMs like GPT-4 can work with.

8 LLMs and real privacy policies (scenario 3)

Scenario 2 demonstrated that GPT-4 can accurately answer questions based on a
fully comprehensive privacy policy, especially under Prompt 1 (short), while
Llama2-7B produced only partially correct answers under both prompts. In scenario
3, we test the capabilities of these two models in answering questions, based on
real privacy policies. The goal is to assess what results the two LLMs would pro-
duce when working with suboptimal source material. Given the better performance
observed with the short prompt for both GPT-4 and Llama2-7B, in this scenario
we decided to focus on Prompt 1. We also choose to limit this experiment to the
five food delivery policies analyzed by humans in Sect. 5 (i.e., Deliveroo, Door-
Dash, Glovo, Just Eat, and Wolt), excluding the e-comerce sector. The restricted
focus is justified in light of the highly similar results obtained for the two market
areas, showing the same problems from both a quantitative and qualitative perspec-
tive. In both sectors, the experts assessment clearly underscored the impossibility
to unambiguously answer the nine questions. Including the e-commerce documents
would have likely yield redundant results, offering little new insight into the LLMs’
performance. Conversely, the restraint focus allows for a more efficient and targeted
analysis, without compromising the validity of our findings.

The answers by GPT-4 and Llama2-7B were evaluated by legal experts. They
compared the answers with relevant excerpts from the policy, indicating whether it
was correct or contained one of the errors explained below. Legal experts were also
required to provide a rationale for their evaluations.>*

LLMs had to provide 45 answers in total, 9 answers for each of the 5 policies.
Surprisingly, GPT-4 provided only 9 correct answers, while Llama2-7B succeeded
only in one instance. As for the error rates, false negatives occurred in 47% of GPT-
4’s answers and 64% of Llama2-7B’s answers, indicating that a lot of relevant infor-
mation was missed. False positives were found in 20% of GPT-4’s answers and 58%
of Llama2-7B’s answers, accounting for information presented in the policy but
irrelevant for answering the question. Hallucinations were not found in any of the
GPT-4 answers. In contrast, Llama2-7B was prone to hallucinations with 38% of
answers, including information that is not present in the privacy. GPT-4 summarized
information more often than Llama2-7B, i.e., 24% answers of GPT-4 vs only 11%
of Llama2-7B. Lastly, both models inferred information when answering the ques-
tions—GPT-4 in 33% and Llama2-7B in 31% cases.

2% Full documentation can be found on our GitHub https:/github.com/marcolippi83/comprehensive-
privacy-policies.
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Generally, GPT-4’s answers were longer and more detailed than Llama2-7B’s.
Recall from the human analysis of the policies that only very few ques- tions could
be answered unambiguously. We did not ask the LLMs to answer about the clar-
ity of the information in the policies, but to only use the text in providing answers.
However, Llama2-7B was more likely to omit the uncertainty which is present in
the selected documents. It is worth considering some examples of the errors more
closely.

Table 4 includes the three types of answers to question 9—the original policy
text, GPT-4 answer and Llama2 answer. Glovo’s policy states that the maximum
period of keeping the user’s data is 15 years. It did not explicitly state that the deliv-
ery address is kept for this period therefore GPT’s answer was treated as an infer-
ence. In contrast, Llama’s answer was not based on the policy’s text at all and was
marked as a hallucination.

For the analysis of Q3 about sharing geolocation (see Table 5), we assumed that
the mention of sharing ‘address’ can be equated to ‘geolocation.” GPT-4 only men-
tioned Dashers as data recipients and missed the other entities with whom data is
shared, i.e., merchants or other users (FN). Llama2-7B mentioned some of the cor-
rect recipients (delivery partners (Dashers) and restaurants (Merchants)). It also
added other recipients which are mentioned elsewhere in the text, even though they
were not relevant for this question (i.e., marketing and advertising partners, service
providers). Moreover, the model’s disclaimer about not sharing the data “in the
event of a merger, acquisition, or sale of assets” is in direct contradiction to what
the policy states “We may disclose your personal information to third parties in
order to participate in, or be the subject of, any sale, merger, acquisition, restruc-
ture, joint venture, assignment, transfer or other disposition of all or any portion of
our business, assets or stock (including in connection with any bankruptcy or simi-
lar proceedings) or other similar transaction(s), in which case we may disclose your
personal information to prospective buyers, sellers, [...].” Such hallucinations are
extremely dangerous, since the answer is not just inaccurate but completely false.

Table 4 Comparison on Glovo, GPT-4 and Llama2 answers

Question 9 How long does Glovo keep my delivery address?

Glovo’s PP Glovo shall retain your data for the duration of the contractual relationship
and, after this has come to an end, for the period established by law for
filing or defending the appropriate legal actions. This is established at
a maximum of fifteen (15) years in order to comply with Glovo’s legal
obligations [...]

GPT-4 (short prompt) Glovo keeps your delivery address for the duration of the contractual
relationship with you. After the end of the relationship, they keep it
for the period established by law to comply with legal obligations and
defend against legal actions, which is a maximum of fifteen years. The
actual retention period may be shorter depending on the legal provision
applicable to each purpose of data processing, as detailed in Annex I of
the privacy policy. [INF]

Llama2-7B (short prompt)  According to the document, Glovo keeps your delivery address for a maxi-
mum of 1 year after the completion of the delivery. After this period,
your data will be deleted. [HAL]
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Table 5 Comparison on Doordash, GPT-4 and Llama2 answers

Question 3 ‘Who does DoorDash share my geolocation with?

DoorDash PP iii. Disclosing Personal Information [...] b. Dashers, Merchants or Other
Users [...] To help provide you with our delivery services we provide
your information, including limited personal information (e.g.,first and
last names, address, phone number (however, your phone number is
masked to protect your privacy)) and order details, to the Dashers who
complete your requested deliveries

GPT-4 (short prompt) DoorDash may share your geolocation data with Dashers to facilitate
delivery of your orders. They may also use geolocation data to help you
select your delivery address, to provide more accurate deliveries, to pro-
vide recommendations, and to enhance your user experience. [FN, INF]

Llama2-7B (short prompt)  DoorDash shares users’ geolocation data with the following parties: *
Third-party delivery partners (e.g., drivers and couriers) * Restaurant
partners for delivery (to enable pickup and delivery orders) * Marketing
and advertising partners (for targeted promotions and offers) * Service
providers (e.g., data analytics and fraud prevention companies). It’s
worth noting that DoorDash may also share users’ personal information
with third parties in the event of a merger, acquisition, or sale of assets.
[FP, FN, HAL]

Table 6 shows how GPT correctly identified “technical data about your equip-
ment, browsing activities and patterns” and summarized the specifications of data
provided by social media sites. The only category of data correctly identified by
Llama is “device information.” All the other data were missing (FN). Moreover,
the list provided by Llama included data categories from the policy which were not
specified as collected automatically (FP).

Table 6 Comparison on Just Eat, GPT-4 and Llama2 answers

Question 7 What categories of data does Just Eat collect about me automatically?

Just Eat Personal data that we collect automatically: [...], we may automatically
collect technical data about your equipment, browsing activities and
patterns. [...] We may allow you to use social media sites to create your
account or link your account to the relevant social media site. These
social media sites may provide us with automatic access to certain per-
sonal data they hold about you (e.g. content viewed by you, content liked
by you, and information regarding the advertisements you have been
shown or may have clicked on)

GPT-4 (short prompt) Categories of data Just Eat collects about you automatically may include
technical data about your equipment, browsing activities, and patterns.
They collect this data through cookies, server logs, and other similar
technologies. They may also collect data from your use of social media
sites to create or link your account, which may give them access to
personal data held by those sites. [SUM]

Llama2-7B (short prompt)  Just Eat collects the following categories of data about you automatically:
* Device information (e.g., IP address, browser type, operating system)
* Location data (e.g., geolocation, location history) * Order history and
details (e.g., orders placed, itemized list of delivered food) * Payment
information (e.g., payment method, billing address, payment history)
* Personal information (e.g., name, email address, phone number) [FP,
FN]
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Table7 Comparison on Glovo, GPT-4 and Llama2 answers

Question 8 How can I contact Glovo if I want to exercise my rights?

Glovo You may exercise your rights free of charge at any time using the form
available on our main website glovoapp.com»Contact us»Policies, or in
the App, entering to: Help»Not related to an order»Policies. To exercise
your rights click HERE [hyperlink]. If you have any questions, you can
write to us at gdpr@glovoapp.com

GPT-4 (short prompt) To exercise your rights, you can contact Glovo using the form available
on their main website glovoapp.com»Contact us»Policies or in the App
by going to Help»Not related to an order»Policies. You can also send an
email to gdpr@glovoapp.com. [FN]

Llama2-7B (short prompt)  If you want to exercise your rights as a data subject, you can contact Glovo
at the following address: Glovo Customer Support Av. Francisco de
Goya, 21-25, 28,036 Madrid, Spain You can also reach out to Glovo’s
Data Protection Officer (DPO) at dpo@glovo.com. [HAL]

Human analysis of the selected policies showed that the question about the con-
tact information could be answered unambiguously for all five policies. Table 7
shows that GPT-4 included correct details, with a minor omission of the possibil-
ity of contacting Glovo through an online form. In contrast, Llama2-7B provided
false contact details. It is a pattern for Llama2-7B for this question: it failed to pro-
vide the correct contact details for all companies. An interesting pattern concerns
the Llama2-7B reuse of the same data types for answering questions, regardless of
the privacy policy and its text. For example, ‘payment information’ was included in
20 out of 45 answers, where only 8 such mentions were correct. It raised a suspicion
that Llama2-7B might be using information learnt from typical privacy policies,
rather than basing the answers on the submitted text.

To summarize, GPT-4 provided significantly more accurate and more relevant
answers than Llama2-7B. However, when we compared the LLMs answers based
on the mock policy and the actual once, it appeared that incomplete or incorrect
answers were mostly provided where the policy did not include clear and compre-
hensive information. In such cases, false positives and hallucinations may mislead
users over data practices and their rights.

We encountered some challenges when analysing the answers provided by LLMs.
First, it was not possible to quantify the errors at the phrase level, since it was often
unclear what had caused inaccuracies in the answers. Second, summarized text and
inferences often could not be linked to the corresponding portions of the policy.

9 Conclusion and future work

In a world of human-only readers, a trade-off exists between comprehensiveness
and comprehensibility: only privacy policies too long to be humanly readable could
precisely describe the intended processing. This has led both scholars and policy-
makers to put the emphasis on the comprehensibility of privacy policies. As a result,
the existing policies, even when considerably long and complex, fail to provide
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meaningful information. We argue that making such documents fully comprehensive
is a pro-consumer move, provided that automated means for question-answering are
available.

For this purpose, we designed an experimental setting including all of the following.
First, to assess the information content of current privacy policies, two legal experts
were independently required to answer nine questions based on five privacy policies in
the food delivery sector. Results show that only 2 out of 9 questions could have a pre-
cise answer; the remaining could not be answered with certainty, due to vague or miss-
ing information. To verify the general significance of our finding within the current
privacy policy landscape, we selected and analyzed five additional documents from
the e-commerce market area. The results are consistent with those in food delivery,
thus confirming the impossibility to unambiguously answer the nine questions.

Second, to remedy this informational gap, we designed a format for a fully com-
prehensive privacy policy and drafted a mock policy, from which all the required
and necessary information (in particular to answer the 9 questions) could be easily
elicited by human readers (with the time necessary to read them). The idea here is
that, if the information necessary to answer consumers’ question is present in the
policy, not only human experts would be able to answer them but also LLMs could
do so quickly and accurately.

Third, we submitted the mock policy to two LLMs, Llama2-7B and GPT4. To
this end, we engineered appropriate prompts, (a short one and a Chain-of-Thought
prompt), in which the mentioned questions were supplemented by a set of directives.
We ran the test with both prompts five times for each LLM. GPT-4 Prompt 1 (short)
stands out significantly, providing satisfactory answers to most questions: in 6 cases
the answers are perfect, with neither false positives nor false negatives; the answers
to the three remaining questions contain a few mistakes, though both precision and
recall are still very high. GPT-4 followed the prompt instructions very precisely, with-
out shortening or simplifying the answers. GPT-4 Prompt 2 performed slightly worse,
answering perfectly to 5 out of 9 questions. New errors emerged in two runs, i.e.,
inferences and repetitions of the same text multiple times. Nevertheless, GPT-4 over-
all performance remains impressive. Conversely, the performance of Llama2-7B’s is
significantly worse, providing only one correct answer out of 45 questions (9 questions
for the five runs), in the case of Prompt 1. In many instances, its answers do not accu-
rately reflect the content of the policies: delivering partial and simplified accounts or
even hallucinations (62% of cases). Prompt 2 (Chain-of-Thought) introduced further
deviations from the given instructions. In particular, answers were prone to include
unrequested summarization and skip answering questions. These results show that
when given fully informative privacy policies, GPT-4 can (and other LLMs arguably
could, in the future) provide consumers with meaningful and precise answers.

Fourth, we tested the LLMs’ question-answering performance on the five food
delivery privacy policies. Limiting the experiments to this sector, excluding the
e-commerce, is justified in light of the strong similarity of the results in the two
market areas, from both a quantitative and qualitative perspective. Indeed, as noted
in Sect. 8, while including the e-commerce documents would not have offered new
insights into the LLMs performance, the restraint focus allowed for a more efficient
analysis, without compromising the general findings.
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We submitted the selected documents to both GPT-4 and Llama2-7B. Given
the higher performance obtained by the LLMs with Prompt 1 (short) in the mock
policy analysis, we decided to run this experiment only with Prompt. 1. Also in
this scenario, GPT-4 provided more accurate and relevant answers compared to
Llama2-7B. However, when compared the LLMs performance on the mock policy
and the real policies, in the latter case the results were significantly worse: GPT-4
provided correct answers to 9 out of 45 questions, while Llama2-7B gave only one
correct answer. When faced with vague and incomplete information, both GPT-4
and Llama2-7B produced a high number of FN and FP, summarising or omitting
relevant content, or inferring new information. Consistently with what we observed
in the mock policy scenario, hallucinations were not found in any of the GPT-4
answers, while Llama2-7B hallucinated in the 38% of cases. It clearly suggests that
the low performance is due to the poor drafting of the analyzed policies.

The novelty of these experiments lies in showing that, in analyzing well-struc-
tured, fully informative privacy policies, LLMs can provide consumers with mean-
ingful and precise answers. The good performance of GPT-4 suggests that this is a
promising path. Hence, our results not only reveal the potential benefits of LLMs in
legal applications, but also demonstrate that in a world where LLMs are available,
the law can and should change.

In the future, we plan to expand our experiments by: (a) drafting more extensive
and diverse fully-informative privacy policies, (b) testing additional LLMs; (c) link-
ing the LLMSs’ answers to the relevant portions of the text, as well as (d) automating
the quality control over such answers. Further scholarly research on LLMs’ capaci-
ties will undoubtedly occur alongside further development of these models. Hope-
fully, the synergy between the two strands of research will lead to a world in which
consumers can easily obtain answers about how corporations use their data.

Until today, the two requirements of comprehensiveness and comprehensibility in
privacy policies, could not be jointly implemented, making it legally acceptable to
settle for a trade-off. Our contribution shows this is no longer the case: it is possible
to fully achieve both goals. However, for this to materialize, efforts on the computer
science side and a rethinking on the lawmakers’ side need to take place. The goal
of this paper was to point these communities in the promising, albeit still hetero-
dox, direction of developing fully comprehensive privacy policies to be analyzed by
humans deploying LLMs.

Appendix

A A sample of the mock privacy policy
ORDEROO INC. PRIVACY POLICY

[...]

When you use our services, we process the following categories of personal data:
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1. Your email address. You provide us with your email address when registering for
the service. We use your email address for the following purposes: unique identi-
fier, it serves as a unique identifier allowing you to set up and log in to your account
(contractual necessity); account access, to let you reset your password if you forget it
(contractual necessity); transaction-related-communication, to send you receipts of
your orders (legal obligation: to issue receipts, according to the Receipts Act); dis-
tribution of own advertising, to send you advertisements of our own services, new
functionalities or new order options (legitimate interest: informing the consumers
about the available offers and features, and promoting them); distribution of third-
party marketing, to send you advertisements of vendors selling their products on our
site (legitimate interest: to subsidize the price of the service with payments from the
vendors we promote); tracking transaction history, we keep it as a part of your order
history in case it becomes necessary to reveal it to investigative authorities (legal
obligation: Accounting Act and Code of Criminal Procedure); we use the domain
name part of your email when profiling (see the separate section at the bottom of the
document). We share your email address with Cloud711 (processor), for the purpose
of data storage and backup, i.e., storing our IT operations on their servers (legiti-
mate interest: lowering the cost of operation and keeping the data safe); Microsoft
(processor) for the purpose of facilitating communication, i.e., sending our own
emails (legitimate interest in outsourcing the operation of email servers and pro-
tocols); CoolAccountants (processor) for the purpose of accounting, i.e., reviewing
our financial records and keeping them in order (legal obligation: Accounting Act);
FraudDetectors (processor) for the purpose of fraud detection (legitimate interest:
not becoming a victim of fraud). We store your email for as long as you’re using our
services, i.e., until you delete your account, PLUS THREE MONTHS.

[...]

13. Your geolocation. We automatically collect your precise geolocation from
your device using GPS. We use your geolocation for the following purposes: deliv-
ery address suggestion, we suggest an address we believe you are at to streamline
you making the order (consent); vendor suggestion, we suggest you ordering from
vendors located close enough for our delivery persons to be able to bring you the
order (contractual necessity); delivery, we track your location to see where exactly
you find yourself, to facilitate the order delivery (legitimate interest: to increase effi-
ciency and accuracy of our delivery persons); clients’ location analytics, we use you
geolocation to keep track how many of our clients are located in a given town, dis-
trict, or street, to be able to have a sufficient number of delivery persons working
that area (contractual necessity); anonymization, we anonymize information about
your geolocation to strip it of any data that could link it to you, including by remov-
ing precise-location and information, to turn it into anonymous data which we use
further for analytics and purposes we don’t have to disclose (legitimate purpose: to
derive value from data that is no longer personal); to profile you (see the separate
section at the bottom of the document), to resolve issues related to deliveries or
missing orders (legitimate interest: to improve the quality of our services). We share
your geolocation with our delivery persons (processor) for the purpose of order
delivery, to help them find you (contractual necessity); we share your geolocation
with vendors close to you (controller), to facilitate their own marketing (legitimate
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interest: building the relationship with vendors); we share your geolocation with
Facebook (controller), for the purpose of ad delivery, i.e. verifying the efficacy of
their ads and sending you third party marketing (legitimate interest: to make profit
of available data) and Google (controller), for the purpose of ad delivery, i.e. verify-
ing the efficacy of their ads and sending you third party marketing (legitimate inter-
est: to make profit of available data). We store your geolocation info until you delete
your account, PLUS THREE MONTHS.
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